Enabling the Authorize.net Transaction Details API

Authorize.net recently failed to confirm a number of transactions. Where this happened, the
cardholder will be charged for the purchase but no record of the purchase will appear in Doubleknot.

We have developed a way to identify these transactions by reconciling your payments in
Authorize.net to those that are in Doubleknot. However, we cannot access the Authorize.net payment
information until you enable the Transaction Details APl in Authorize.net.

We urge you to enable this Authorize.net feature promptly so we can provide you with instructions
and a list of transactions that must be credited in order to avoid chargebacks, customer service calls
and reconciliation issues.

Please note that this action must be taken before Friday, August 1 (the date on which we will
reconcile payments).

To allow us to identify your organization's transactions (if any) that were impacted by Authorize.net’s
issue, you must log in to Authorize.net and enable the Transaction Details API.

To do so, follow these steps (illustrated steps are located at the end of this document):

1. Loginto your organizations Authorize.net account at www.authorize.net.

2. In the Home menu, click Settings. It’s the first item under the Account heading (Figure 1). The
Settings page will be displayed (Figure 2).

3. Inthe Security Settings section, click Transaction Details API. The Transactions Details APl page
will be displayed (Figure 3).

4. In the Secret Question and Answer panel, enter the answer to the security question.

5. Click Enable Transaction Details API. f

If you need assistance logging into your Authorize.net account or with the security question required
to enable the setting, you can contact Authorize.net Merchant Support between 5 AM and 5 PM
Pacific at 877-447-3938.

Doubleknot is committed to helping our customers resolve this Authorize.net issue quickly and
efficiently. If you have any questions about this procedure, please let us know at
doubleknot@doubleknot.com.
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Figure 1: After logging in to Authorize.net, click Settings (circled in red).
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Authorize.Net Support Center

The Authorize.Net Support Center, located at hitps: net, provides

answers to virtually any customer support question, as well as useful links to video demos, help files
and information on contacting us. We strongly recommend using the Support Center anytime you
need help.

eCheck.Net®
Offer your customers an additional payment option. eCheck Net enables you to accept and process
electronic check payments directly from your website, Virtual Terminal or Batch Upload.

Automated Recurring Billing™ (ARB)

ARB enables you to create “subscriptions™ for recurring billings. Simply enter the customer's payment
information, billing amount, and a specific billing interval and duration. ARB automatically generates
the quent ing for you!

Advanced Fraud Detection Suite™ (AFDS)

The Advanced Fraud Detection Suite safeguards your account using powerful transaction filters and IP
address tools to identify and prevent suspicious transactions. Flexible settings allow you to customize
the transaction filters to meet your unique business needs.

Customer Information Manager (CIM)
CIM allows you to store your paymenti 0N our secure servers,

implifyi for ing and ing . It can also help you comply
with the Payment Card Industry (PCI) Data Security Standard, since customer data is no longer stored
locally.
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Figure 2: In the Security Settings section, click Transaction Details API (circled in red)..

Authorize.Net

HOME

TOOLS

@\ FEEDBACK b CONTACTUS @ HELP

Welcome:

REPORTS SEARCH ACCOUNT

Settings

Billing Information
Statements

User Administration
User Profile

Settings

The following sections provide access to your payment gateway integration and Merchant Interface settings. For help with configuring
these settings, click the Help link in the top right corner of each settings page.

Help

Alternative Payments

Transaction Submission Settings

Transaction Format Settings

Virtual Terminal
Payment Form

Transaction Response Settings

Transaction Version

Response/Receipt URLs

Silent Post URL
Email Receipt

Upload Transaction File Format
Partial Authorization

Receipt Page

Relay Response

Direct Response

EDS Customer Response

Security Settings

Basic Fraud Settings
Card Code Verification
Daily Velocity

General Security Settings

TestMode

Password-Required Mode

Enable Web
Transaction Details API

nk Connection Method

Address Verification Service
Cardholder Authentication

MDS5-Hash

File Upload Capabilities

API Login ID and Transaction Key
Mobile Device Management

Business Settings

General Information Settings
Transaction Cut-Off Time

Time Zone

Enabling the Authorize.net Transaction Details API

Page 2 of 3



Figure 3: Enter the secret answer, and click Enable Transaction Details API.
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Enter the secret answer for your account and click Enable Transaction Details AP| below to enable the Transaction Details APl feature
for your account

Secret Question: In what city or town did your mother and father meet?
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